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EHIRREF S

HEEZIMREREMWEIENAS, TAMBEARRESTAN, FRRLLERERES
i B9 BR S5 EE S

AP HEANZEREEE. FRRNBBEMAXERERE. FHNEREEHL—HED
EHRRAREWENA AP MILTLE PR IR.
HETHAAERREBEANNZERE.

BEAPTRIURIE R, SAREHROEFES, HFEHTRERE.

SENERE:

(1) ZTHEEXENF — HFEFPRAERE 12 SRARXEREN AP ZENBEN, &K
B REERN TN 1P thit, NHRILTEEE. TPindENMREXREPNETEE
BHPNENMIERE, XESLBFERTE FAENN 12 H 13 FRNRIARE
AR—FTEREL.

(2) R FWEIEETS - SXEREREWEN, f RS TENEESEIHE
AXERE, mAFMETZEESIENSNERE.

(3) ZFFumil AP TEHE — HREREZENIERHIEZH, FPimH AP RHE
SR RAZ BT T E. FRmM AP I TE N HINE.,

UTEBNEHERIFNIRREMG. XBEIEFIMINGE.

=K

BEE{XFE Mobility Conductor F¥%#F, HEMRREESTERE.
U TEEREIFHE:
(1) 7200 RFEHIEE — XFEHPERE 12 MR,
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(6)

7000 RIfEHER — —MEHPRIIH 4 PR
9004 #=flss — —NEHFREZIE 4 MR

9012 =l — —MEBEPREIFF 4 MR

9240 f=flss — XFEHFHRE 12 MR

Mobility Controller EHAR#®E - XFEHHIEL 4 M hH=.

BMEER 12 TEER IFNEA AP MEAumititho3IRH 4 10K F1 100K,

—EXREERE R

(7)
(8)
)

AEPNIE ZEREMBBESITHER AR .

WMRBAT HA-AP PRIREFETIR, WA BAREE.

L AP XHF 12 Ta&EE. M M Z=R 0586.00 Fi4, =i AP BETNERER
4 MAEDRMERE AL,

AZFFR a SR EMETHNES = EIR & RS =

ReEfEAERMN SKU BSREZNEHREINIREREE. Mobility Controller AR
BRI IFFRLRFE,

HTRNMEFRIRRIESZEINETEFEER ARAENER—EHPREEH
7200 FRFIEHIERM 7000 RIEH R B2, WREMNB/NNERE (40 7000 RF=
Hl=%) THBERE 7200 RIEFISRNRAER, W NER—FEHEPFERXLERE.,
9004 FEERFNIIFEKEE

ERET, XERENYLTEHEE.

ZEERETMNRE L2 3 L3 EE, wINERENREE.

(10) PSK-RAP 358t 4E,

(11) ClearPass Policy Manager BRSS=HIZIE AP BYSMEIBARITHIREIEE XI55
(12) ZHBVFOIUERNT] 2 AL IhGE .

(13) Mz iR A AR

(14) ZF#FEX AP, ifE AP Fl Mesh AP,
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(15) BREERN, FOBEENEM AP MIEL AP AXFFRFINET .

(16) H3RE IP & BEAEGIRE P B, BERNEER EABSHESSMIREZEORK
BRMESEIES.

(17) EBENKIPEB RN I IPv4 1 IPv6 AP, EATERX AP FIZFE AP,

XFRAEE

RMEREEAERT XN E T AWEHNEE.

o

£ APARE

SRAXNBURTIIRNER AP ITEE, DIHWRED AP #EF AAC #1 S-AAC, X
AAC 1 S-AAC BE BBHNBEMTE AP BHTHRERS. IWEHNEIN AP AHNAE
HEAREN—F, Fit, £ AP HBEEFTEHBEN 500,

Blgn, MRERFHOA 7220 EREGHM, WEA 7220 FERFNLIREHR 4096 4

AP, HItk AP THEUE 4 2048,

XFRUREH
MTHIRIBET SEHABROEEREAANENEE (AP MESH) BERNER.

flgn, 7210, 7220 F1 7240 f=HIEE.

(1) ZRARRN, HEPREIIERENEEE.

(2) HEHETSPER 7000 RYNZEREN, HEDANEERTN 4 1.

(3) #H 7200 RIFEBEZAMEIBHM 7000 RIFTE R ZAMMERR, 7200 RIFT
ERENBTEHRDE HATETERN 7000 RIFTERENEATE.

(4) ¥ 7000 RIFEEREARMEE 7200 RIFEERSAMNFEERN, FHIZUTFK
Hhz—:
1. WRBEFHE=/LEM 7200 RIFEERE, WARYF 7000 RIFEEREMN
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NEFE.

2. R 7200 RIFFTERE LALEET AP S TEMITEARTHARINN 7000 R4
BERELIFHRK AP A TEBAE, NARAY 7000 RIFEEREIMAER.
ERBEZERAW 7000 RIIXEREFMANER, EHTT show lc-cluster
groupmembership w4,

3. MR 7200 RYNZERE LAYE AP S TEITEUNTHAME 7000 RF52
BRELIFHHEKR AP I TIEEEE, WEES 7200 RIZERENTER
TRE| 7000 RIIRERE LXFNRARE, JFFHE 7200 RIIXERETRE
XTI AP RZFENE,

(5) 9240 RERFNEFMBETIET.

£ APAE

SR AP KNEFTERHEFEMN 50 ARNBERATRHENENME. BIFNELZE, £&
RBENERMRNIEEN, SHTHRTRLEN AP fEH.
MUT BRI AT A RIEZ ERENBTETTESRE AP K/

=Bl 1:

HREF—F 7220 RERENMWE 7240 LEREFNEER, 7220 TERENBEA
10247240 HEREMBEN 1024, WE, UERMMTERREM 50% & (1024+1024
+1024 /2 = 1536 AP, I7E, RIR— 7240 HEREE XA, Ait, ZIARERAE A (1024
+1024) = 2048,

i, WoRBIREIERE AP K/Nh 1536 D AP, RATEREHEREN 0% SHRIFER

nEZ BHRREE.

Bl 2:
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HEREAR®A 7210 HEREM— 7240 RERENERFF. 7210 EERENETENH 512
A AP, 7240 BIREE MR EN 512 N AP, Ellt, BB ER 50% A (512+512+512) /2=768
AN AP, TTE, Bk 7240 EBFRFE XA, A, &FRERAFE A (512+512) =1024
AP,

Aith, WRBIREERE AP KNG 1024 D AP, RATREREZRTEN 500 SHRIFER
Mz B RIEE,

HERERERR

PEFREAM AN TR ERELE:

(1) L2 % — EHRRAZHEBRAR VIAN. MR ENFRFEAF VIAN thiEET
BT AP,

(2) L3 & — ERHAT—EHZHBENAS VIAN, RERHF VIAN EEMT R ER
HFIE.

R SRR BY L2 5 L3 MR, AfEeEEl, BiER L2,

Ae

KED N BRETRARNAE:

KHASE

HEZNMREREFEHHEN, XERESHEETREFIRFBELUEREE. HREEEH
PREMLT TR E RIS PR, BEHEHASE. FHASEERBELEENNLER. F
SEMREN MAC HIHRE MRS BRI ERIEL .
SHAFETERNE PiRRE BB ERRR
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HNBEME RN RZ BN RBENHEN, REITREINT . TR TFEEPinE.
SHANSEAT AW AP RAEAALERE, MUHRITTERERES.

AAC - AP #mitHIas

MBS AP AEXE, LABHEBTRERE. XZ AP MR, AP EAHE LMS-IP &
BEFE, JFE AAC MERAIE AP RELLBEMNMAEIERE.

UAC - APEisahss

XEAFNER. AFAXEKE AP, AP BIZEE Fin UAC MIENZSERE. UAC RIEFRA T
GEPimnE, BREXKIBUERKBHN. SNRIINEREREST K BNMHE 2%
WE. UAC ATHREFRE AP Z[EREN, TEREESHTRIFAZ.

S-AAC - & AP $HintH%

%#F AAC EMNEMERFERAFNESNEN. AP FH S-AAC B &ARE, R AAC X4
HE, S-AAC SRMEIME, FHR AP BUEH%E| S-AAC, R AAC KAEBEE SAAC
BAE AAC 5, SEEEF T Ra7SHh AP E3FHH S-AAC,

S-UAC - & PsieH a8

MNAFAEXE XEEMAERE. D85 UAC XA, AABEEBIITERE.
S-UAC 27551 UAC (A-UAC) XM RBPEREEZIIZERENIEAZEREN
.

HEBRNRERE
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FAPiBid AP RAIMEHEERHE] UAC. 7 AP b, BE—MNE—MBHEL cETE
i) MAC i8I R S| ILERSIHEEIZAFMNERR UAC MIBRSTR. LS HERFNS
E, AlE, AAC KIS XN A AP, Bltt, £FFNME AP HEFHEENRSFE
B, EHIRSBELRER LN AP AABE, # S-AAC SEREEN AP,

iTfE AP X HF

EAIZE AP, EEREER VPN, FAHEN AP SR—1KREH IP Sizig IP. HEMIZE
IP SKAEB IP DEARFPENZTE RS LOERE AP, M #M =R OS 8000 75, ##
£REBERMNEE IPv4 T IPv6 B, FE IPV6 BRBSIEHSEMEESERLS 4%
M M =R 0S 87.00 Fin, HizfE AP EIRTECE T WES IPv4 HtEFIAEE 1Pve ittt
B, BWETIZE AP BISMD IP MBI BRIE . IRSMET IP A IPv4 ik, NIERRBIEZ
2 AP WEB IP ShAYEEENER IPv4 USRS . A, RIS IP 2 IPv6 il
{5 FAEEBE AR IPV6 it ST Al e

MT CL @ISR EPIZE AP A9 IPv4 Hhilt:

(host) [mynode] (config) #lc-rap-pool <pool name> [{pool_start address} {pool_end_ address}]

MT CL @& ISR EPIZE AP A9 IPV6 Hhilt:

(host) [mynode] (config) #lc-rap-pool-v6 <pool_name> [{pool_start_address} {pool_end_ fi1it}]

M =R OS IMAEXFF ClearPass Policy Manager F&EEIMEFRHILIE AP FIANARTFZE,

IPv6 BEEE X F5

M #HM =R OS 8200 FFif, X3 IPv6 &R, SERENIMIBIT IPV6 IPsec BRIETE
Mobility Conductor F#&1F,
RE IPv6 AP TI U7 IPv6 ERELZZIE, BFmTIE IPv4 5 IPve 2K8Y,

IMT CLl 487 IPv6 BEEEE:

DCYK =8Bt EF M
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(host) #show lc-cluster group-membership
1R7R: IPv6 BEEEARZF VRRP-IP #1 VRRP-VLAN,

WM =R OS MAERWF IPv4 F1 IPv6 AP ZEXMEIRENE F EEE TR, MAZEER
P it RF, AEEBERATD, IPv4 A IPv6 SRR R Bk, FitL, SETE
TRIIFRPA IPv4 71 IPv6 HHERIXE] AP, DUE AP REEBEIERIERAA.
TRIBE T SR AP Z[a X FHIHER MR

RS
B MIER T IPVAEAR  XFFIPVE AR
IPv4 EE¥ = &
IPv6 £eE¥ & 3
W% IPva EEBE = =
W% IPv6 &8 = e

SR

UTEBNBEREIFNOIE:

155 RVZH R

FERRALEZITHIBELLEF P inNARRIE, XTRENABANTTEEEE £
VLAN e, B, REZERN—NDEIAKEIERE i,

R BEEXEEF IGMP RIEM MLD.

BR IGMP KI5 MLD &5, B mREFENE UAC. AR, UAC KiTHIESEHE
AAC . BMEER®E (AAC M UAC) #xH LT8R 4EIE VIAN & FinkyRIE,

AP $HETE AAC Lk, BAHETE UAC L. 3 AP BaifY, ESER AAC EKE, F
—BEHMAT UAC RE. YEFAIREI, AP BiEH UAC 35 UAC BuRE., HE

DCYK $=HIs3BEEF
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P M—A AAC SEHEIB—A AAC BF, PIM £iB5d STA (3h) BEREI B, FHM
IH AAC HBRE FuGAIEREITH, FRERMEIFE AAC . Alt, BTE UAC P
FHENE T ENRFRNRER,

MRABRFEE LY, NZERESBLEFHAEN VIAN BRELEIAEKHS.
THMBEERERN VIAN NAERBRIFETNE N IEREHTHENREREE. WR
A VLAN 48R, NWEFE A UAC EMRIBASEKRCK B AEE BB,

L3 EEMNERES 4 AAC 5 UAC B VIAN REIR, kB LT8R NERRERST
5 AAC, HIY, SELIURIE 12 EETERREREERE.

MT CL B ERAARE VIAN HIEEE:

(host) [multicast] (clusterl) #controller 10.15.128.102 meast-vlan

<mcast_vlan> VLAN id

WREREE TAHE VIAN, WEERIUT CU %!

(host) #show Ic-cluster group-profile clusterl

IPva Cluster Members

CONTROLLER-IP  PRIORITY MCAST-VLAN VRRP-IP VRRP-VLAN

10.15.128.103 128 29 0.0.0.0 0
10.15.128.104 128 29 0.0.0.0 0
10.15.128.104 128 29 0.0.0.0 0
10.15.128.102 128 29 0.0.0.0 0
Redundancy:

Active Client Rebalance Threshold:50%

Standby Client Rebalance Threshold:75%

Unbalance Threshold:5%

DCYK =8Bt EF M
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FRinRSES

& PimRSE S IR B TR A X TEMERES . RETAMNSTAMMNEZ. ZEX
MW, NEE TR
¢ FJEEARTKEN, RINMERTEALERL.
® 2R RIERMADMLZHEEN VLAN,
BREWEEZRBIEM UAC B S-UAC MZE£&EFimES LI, G, TIEhER. B
PR L2 APRES. B BRARES. BHRER. PMK ZFEE UAC #1 S-UAC ZjERIF.
ARLIEE S-UAC ERFHES|, XEH FTP Ml DPI E5MMESIE. B2, LW A
RIENSIE (WEM HTTP KE) A2RD.
REMEHBE, FASBUBEAE P SHRIE, B, & Pits TEEEEBE SUAC,
R ENEFMES R 10 MRif. IPv6 BASRMIEIMEXFE A HRERST.
EREEHH, YANFHZEREFENEXERENATBEBEN, ABNERSH
REAEITHN UAC WARETEEIFNZELS. EU AR, ERHIERNEM UAC
RAAZE, BRTXERFNRIERS, BRI R,
M 8N Z=R 0S86.0.0 FFin, f UAC EfEHE), HEFinfE BSSID Z[alBilRY, X#iE
FESMEN BRFRENT FERE.
B PmRSESERMARN T RTPRER:
o UTHRXMN — HARENXME, Fsh AP HE i tIEE BEIA#T
BB RI . (EARBFHN—B, TR UAC DIz El, KIEKREBE
#H UAC,
o UKL THIREN — LBRRERITHN, REKBHETE AP MIB s EE
AZERE. RIERESEER UAC,
HEA—NERAARTIU TGRS, EFELHINEES S-UAC WEEAFFI%.
(host) #show user-table standby

AP LACP Z#F

DCYK =8Bt EF M
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i IMS IP FEFBATEHURE, BAED AP HEIZNZEREN GRE BE
Ak, M #M=F 0S 8200 FFih, &8 LACP ATFETEN UAC MREMHTETL.
i, ERFREFR, B— AP LHZFFIGSAFKSISEIAREN UAC, REREH
L)X L UAC,

BRSERN, AFEET KN, BASERAETH P UANEDNRELTHIRE UAC T
R T

SFIEERRE, £H54k LIMSIP BFERARS UIHERE.

ST LiERE, BE LACP STEMNAMGTOZEXXE UAC #iTHhEHNE.
SFTIRE, BT GRE HIEEME IP 71 MAC Hbiit5 AP 9 Source-IP 1 MAC b
HEARE, HEt AP B EFTHEER B D EURE .

UT CLl ar 7R EAHRHNPECE AP LACP:

7 AP F ETTREBR MR £, BRI T a7 AP IR ARG O Z (B BCE LACP:

(host) [md] (config) #ap-lacp-striping-ip

(host) [md] (AP LACP LMS map information) #aplacp-enable

(host) [md] (AP LACP LMS map information) #striping-ip 10.15.127.2 Ims 10.15.127.3

The following CLI command displays the configuration:

(host) #show ap-lacp-striping-ip

AP LACP LMS map information

AP LACP Striping IP Enabled

GRE Striping IP 10.15.127.2 LMS 10.15127.3

&7~ ap-system-profile AHY Ims-ip ERHAEE ap-lacp EEXHHEHRE B NE.
Ry BIWAEATI S =EEEE GRE £l 1P i,

DCYK =8Bt EF M
15



gmwzﬂ
Yunke China

RS/ E

ZINREXFFEAZ D VRRP LBIAEEEHRA CoA B3R, LLINEETTHIRYE UAC EizHI
MERE A mA R TEMERE, A2EF CoA BXK.

CoA RIFNEE, X RADIUS BHMIIEMY K. CoA EKESH RADIUS RE#E4A
EE] NAS R&, BTFaSESElANSIERNUEMN. CoA EREBEATIHTEXRIER
FfER. TR NAS BEBMINENAFARIERRN, WEEA CoA-ACK #HTMR. &,
T K CoA-NAK 1R[EIF] RADIUS BRE#E.

AT XFFIThEE, BESEIBEEZAD VRRP L6, SNEETR -6, AXE, £HTS
BIZKBINTEEE . AERTR, 81 VRRP SLBIAYEEHL IP £ RADIUS BRS=5 & 1% RADIUS
TE KA F1E NAS-IP,

R XEESBIR VRRPID 2REEM, RERY ID SEEN 220 3 255,

B, FEF 5 MAMERE, F 5 A VRRP LA 5 NEM P ik, i,
B4 VRRP HfI—REHL IP dhit, SREERALAIAEM P fEA RADIUS 1EKRH MY
NAS-IP, thpt2if, HFETARRZHAX RADIUS REFBETENRIENE FimEE
RADIUS i&KE, ESKRENL IP 154 NAS-IP #EATZ RADIUS #iEEH.

127~ VRRP VLAN T 53488 IP 69 VLAN HHE. REE— VAN BFEREEEM
£, N VRRP VLAN ol gEAR[E,

¥ A-UAC B VRRP IP #IHZE B NAS IP, RFATNERMASDE VRRP P, b9 ED
HRESEMNAFHENHMAREE VRRP SR EH, FHEHFHKZE VRRP LR, MNEE A-
UAC ZEREHL IP BENETHA EHL 1P,

VRRP IP #1351 VRRP VLAN B9i& BEH BN T

1. REBFHEN, BERENES DAREXEHHEFEETREMENEMGL.

2.5 E RE> RS > FHERIR,

3.5 Clusters RPH + UEIEIANEREE M.

LA 27~ New Cluster Profile  (FTEEBREBEXMH) FIE.

DCYK =8Bt EF M
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A NERENBR,

5.8 =" (Controllers) FA&HEY + RURINETIESI==.
BB RIESIRR" (Add Controller) .

6.HINZEILFZA VRRP IP M VRRP VLAN FEXH.
TREHEHRE

8., WMAFBILEERZA VRRPIP 1 VRRP VLAN f&,
B wNER BWEFERS VRRP-VLAN #HEA/Y controller-ip £,
PUT CU #5448 A-UAC A9 VRRP [P #1315 B 4 NAS IP:

(host) [MD-clusterl]#lc-cluster group-profile primary-cluster

(host) [MD-cluster1](Classic Controller Cluster Profile "primary-cluster") #controller
10.15.43.2 vrrp-ip 100.1.1.2 vrrp-vian 100
UTZMETARAER M EERFNHEFERE VRRP IP 197161
(host) [MD]#lc-cluster group-profile primary-cluster

(host) [MD-cluster1](Classic Controller Cluster Profile "primary-cluster") #controller
10.15.43.2 vrrp-ip 100.1.1.2 vrrp-vlan 100

(host) [MD-cluster4](Classic Controller Cluster Profile "primary-cluster") #controller
10.15.43.5 vrrp-ip 100.1.1.5 virp-vlan 100

MT ClU sp <IN ZE RS VRRP RZ!

(host) [MD-cluster1] #show vrrp

Virtual Router 220:

Description

Admin State UP, VR State CONDUCTOR

IP Address 100.1.1.2, MAC Address 00:00:5e:00:01:dc, vlan 100

Priority 255, Advertisement 1 sec, Preemption Enable Delay 0

Auth type NONE e

tracking is not enabled

DCYK =8Bt EF M
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(host) [MD-cluster4] #show vrrp

Virtual Router 220:

Description

Admin State UP, VR State BACK

IP Address 100.1.1.2, MAC Address 00:00:5e:00:01:dc, vian 100
Priority 235, Advertisement 1 sec, Preemption Enable Delay 0
Auth type NONE #xxskrnx

tracking is not enabled

AP B ¥ BRI A RN EEF

M BN ZR OS 80.00 FFi5, AP T NAESRZE#HITHERLY . XHBEHIEVENHN
BABRFILITTAR, AP FEERERM AAC P& IE, INRERPMRRKRERE, AP KiEH
BEIFE—EBTH S-AAC. WIR AP TESHE—MEHTNEARARIBE, NesE
EWHEBPORNA—NEERE FRIE, Y AP REREXHFHRHEEMEFRBR P
EAEM IMS B, EFRER—PEREFLLLLE.

B, EEEEHERLOHET —MEAOMERENERH. BN, EREFHEER O
ET7TMRAEONMIERENERH. AP RENEASFEHETOREEELE, EREER
EROREFEME. MRIXEREAREFHBEFORESRRE, N AAC BFEahEIE—
BHROPHB—NZERE. B2, MR AP TXFEENEEHEDL, NEStEi
BEREEEIER L.

M =R OS MAERTETE AP RIS HAE2E FIH 4 T 1THEER 1 A UK $EE& 70 /51
POEPSE, H AP BEHMBITHMEERONEMNEREEN, BUAMAREE FiHME
., XEATHREFHT UEHF B DHCP 1K, MNAFREE 1P it rh kB 1P
i, eSS, EAIN A Lin D EYLEE, IEZR Fimo] R 1P ik, BLkin P E
REZEIEE, AP TTIXNRE SR RN ANEE.

EOINEE AP MRS EI SN R ER S F R EMH Lk D EHLATE. &N

DCYK =8Bt EF M
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RMGEEREL PoE BCEim ABkE, ol INEZEREN AP REREXHHERERENE
ipglEI
UTERE AP RFECE XM HECE iR A BkEIhEE:
1 ERERKDREREN, SHEIRE > RE>HEXH LK.
2. AR EXHTIRY, BRAAPRE, REEFEAP RE .
3. MFEREMN AP REREXH, NPT + CIEMEEXH.
4. HEAT, TUTERZ— n WA—NNT 0 £ 60 Z[EA9E, AT Wired Port
Down-Time By Shutdown Ethernet Link” (7§ Zkif O SRS [E #2356 A I K M HEE%) FER
& MWA—NNTF 0 F 60 Z[EHYE, FHF Wired Port Down-Time By Shutdown POE
FH.
® RS INAK W HERE A9 L O fSATLES 8] F1#e < 7] POE A9 it 1 {E A A 8]
FEREA—MNTF 0 8| 60 Z A,
5 BHRR.
6. BHHEEMER" (Pending Changes) .
7 EEENEXNEAT, BPIZERE AREEHMIEN
MT CU B EINAMEEESH PoE AYH L 1 {SALAY &)
(host)[mynode](config)#ap system-profile <profile-name>
(host)[mynode] (AP system profile “<profile-name>") # wired-poe-bounce-interval 10
(host)[mynode] (AP system profile "<profile-name>") # wired-port-bounce-interval 40
(host)[mynode] (AP system profile "<profile-name>") # write memory
Saving Configuration...
Configuration Saved.
MT CL ISR AP B ZLis RS IMEMEHIRERNE LG RERLE:
(host) [mynode] #show ap remote debug wired- port-down-state ap-name ap-303h1

The configurations pushed from the controller

DCYK =8Bt EF M
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The port bounce time by disable POE: 30

The port bounce time by shutdown ethernet link: 60

AP's wired port is in down time, the port status as below

Wired port  Ethernet link status Whether Support PSE  PSE status

ethO up no
ethl down no
eth2 down no
eth3 up enable

EREPNZEREFHTOA

M M =R OS 8200 Fis, BB HERZNMARIERT, XETEMm S-AAC #
S-UAC 7}Bc. SECET AAC 7 UAC #JZA4ALE, S-AAC # S-UAC RIMLERKIRELT
EAPHNZERE.

TE lc-cluster group-profile f8&HSINT —NFHSE group.

(host) #lc-cluster group-profile <profile> controller <ip> [priority <prio>] [mcast-vlan <mcast vlan>] [vrrp-ip <vrrp_ip> vrrp-

vlan <vrrp_vlan> group <group number>]

AP T =53k

L AP AN, ESFIMAEERMRN P Hhil, X IP it FEETD RFIRP,
ZIIRIENRBELEREFE AP HNIREP. Fit, I AP EFENFEHRIIN, AP &g
BERRIIEKR, BATRIIRPREIENEEHAR . BRTRIRPE-NREFHRKAR

DCYK =8Bt EF M
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TEBRE, W AP RESZHTRIIRPIIHNE-DEFLR, MILEH.
REERPEVF-AXEREFLTADRS, AP HEBEHIIZERE.
MRTEBEENTRIER, W AP BEH B,

AP %3l

HIRATRELEAFBEE AP NERIZERESHE BRI ERE. apmove K AP
% AP HEHFDEAEAZE RS
EUTERT, A apmove RHRHE AP BIEFENENZERE:
® HEAFEMEMEEMNBATHRELSE AP BBl MR ERE.
¢ WMRLFXERFMENMIEREZ AN ELBHENSISRE.
EOUEUTREFHIT apmove G
® [E—5KA — apmove REEEKIFHEERETIRSH LT,
o HMHEM HA — &S HA AR EHIT, AP BEHEE HA &AW S
o [FEpI — HEIFEHRED, TNAEDRLNTT apmove, U AP NHFIZE
REBHE S —NZERE.
MUT CU #p L BaHE AP:
WRBATERE RGN EURARERE LD
THAR, FPBERIN P MIHEHAREE,. AF
HEFBOZEREPNITIZT R

apmove R HIHITARMT:

/

/ﬁ%%%%giiqﬁ/ﬁo IZZI:)H\IJy E/i\"

REARP I REREERS R,

(host) [mynode] (config) #apmove <ap-mac> <target-ip>

(host) [mynode] (config) #apmove <ap-group/all> <source-ip> <target-ip>

SE A iR

ap-mac HE AP £ MAC it

ap-group/all BEAFNRE AP SHEZEREFHNAE AP,
source-ip ENFBHEE AP HHESERE.
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target-ip ¥ AP BEZINBEXERE.
LB IP LTSRN, APmove KWMERERSRBN. HEMR IP AL TERFIMNBR,

Apmove 7 AAC = S-AAC L 23,

Y APmove M AAC BENAES, AP 3KERE#R IP FF1RE APmove ST E. NE APmove
B N RIREIMPMZERE, U AP BEHBHIHERIZERIERE. TRERD
REBTEA—NEHFR, WREMR P ALTEEIND, WSER AP TRk, MRBRFE
BERBFEAI—NEHN—I2, WEE AP KEFHNTRIIFR. IR AP TEEREITR
FRPMEAT R, SRERBIHEMEMEE, Bl previous_ms, backup_ims. S,
FEEEEINES, AP B APmove BF4AH BRI T

1. APmove §f& ((XATEHELR)

2. R RYIR

3. ARTEY LMS ({XBR/EMA CPsec)

4. BHTE SINBRIIRNBESREREE AP, FAVF AP EiER

#or: BINRTEMA AAC, BR, MREMEMA AAC X, N AP MEEEIT AR
T TS

SEEER EST X%

HERERER, AP {£/ AAC. S-AAC #1 UAC E3z IPsec BXiE. M M =Rl 058.4.0.0
Tk, SRR REASEMIELHET Psec BESHIIE, MARERI ES.
EHEREHTEATEEHEM (EST) B, AAC &% EST SEKIEE| AP, AP KiffT
M, FERXEEEMMIE R SATAREMRAEY IPsec BRIE.

PGSR ST BUBRBITERE, A AP #21ER EST EMM—BOEH B, &t
W, BHENEER LN Psec BOERHME, XS SBBEEIZNEH LMER. X
HREERBERMEBERHFENBERTALRETET.

B BERASBHARREEZH, REMEEHMR EBA ST,
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NAT FEHEHEEERIZTE AP X#F

REHEBBTRAAZEREN L P HUZFHRE AP, EZ, NAT FENERLTES
miE AP —EfER, FAASKHTNIEREEATAERNRY PR AP TRIAN.
M #IMZR0S84.0.0 Fin, I AP T UBIE MNERHREFAR IP FIAK 1P HhibBST,
BZERENBFMUBRE R AMZE, Bk, TR AP ¥ NAT FENEH.

KBEZBER

o nfE AP FiED Y BIEIEEFEHAREAIL 1P Hitk,
® NAT BMHEERF NAT HEPRBEHERE X ERNEEH#TRRE
o [IFECE T RiKEL, I aiFREs,

® AAFABE—HEEEXHHNAEVREEREHNASE P,
® NE—NEEXMHEMARMNATLTENREN, 7 ERENEFEEXMHH
EEERRNA IP,

® SN allowlist-db RXIFEEEE.
R BEEEXMHTEENA IS Bttt > B ARSI A E NAT REHEE.
MTERNAMEERZE AP 7 NAT FEEHAEE:

1L ERENE DRERERD, SHEIRE>RS>FE LT,

2. B & (Clusters) RIEFH + MECIEINEHEEXMH. WEHEER New

Cluster Profile  (WTRERFECEXM) FI%.

3. & Cluster Name (&BE®HR) FERPEAEREZIR rapcluster,

4.8\ RAP 3t IP R
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5 REER.
6. £ Cluster Profile I &, M cluster group-membership T $7 % & 1 i%E
rapcluster,
7. AR,
8. BEHEEMNEN .
9 FEHEEMEXEOS, EFZEREE REREHTHBEEL.
MT ClU sp B AR MMAHRI S KRB E X TRIZE AP RS
(host) [cluster] (config) #lc-cluster group-profile rapcluster
(host) [cluster] (Classic Controller Cluster Profile "rapcluster") controller 10.10.10.1 rap-public-ip 100.100.100.101
(host) [cluster] (Classic Controller Cluster Profile "rapcluster”)controller 10.10.10.2 rap-public-ip 100.100.100.102
(host) [cluster] (Classic Controller Cluster Profile "rapcluster”)controller 10.10.10.3 rap-public-ip 100.100.100.103
(host) [cluster] (Classic Controller Cluster Profile "rapcluster”)controller 10.10.10.4 rap-public-ip 100.100.100.104
I27R: 1E group-membership FECE B E XA, EEAIZERMANEN AL P,
MT CU #<REZE AP (AN IP BEETESISRNTH IP thitsiThkE:
(host) #Show Ic-cluster group-profile

IPv4 Cluster Members

10.17.62.194 128 0 1111 200 0 10.10.10.11

10.17.62.195 128 0 1112 200 0 10.10.10.12

E4E F P El 54

#

BERAENETNEREATLMRZEEAS 2 FRE, AEAFPALTHETNRE

RERELLENL. BEPHAEXEREEFILINEE.

ZWREBERTHREE A REXE, fIEX AP, iZfE AP. Z&MF. B4H

DCYK =8Bt EF M
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FLORE A AR BERA .

FEMRTARAH, HEREERAFEFEN, ZRmEBHRREENRE. B2 M #
Mz=R 058800 Fin, BFAmKLERDEME ENXEREERE, BRIFBNFEIHLTF
S EARME AT S

X LU ARINE allowed-address-list KRR, FAFKREEFmHARE. WRE 3 &
BIEGNBIRRE AT alowed-address-list &, M{FEHE (BIE &, AERHEME
2 Eif) EBEEF-

REE 2 BRESEHFIFATHEE 3 Fihdt, FIZAKE DHCP MR AIBRIAR X F
DNS Hbilt.

N FEE H TR MM, BIMEH L ERAFOIERINNL, BFRRFHEEN
MBI AYTIRERF. BN, FIEXEERNE 2 BRESHER.

EHFTERERR, 187 CL FIEfTIUT show @& G E R

(host) [mynode] #show datapath frame

e EEAEEAIFI I, RAMEAFRRER AP AbifiE.

A=) it

EHAD VAN P, STE R FEI54F DHCPv4, DHCPV6 F1 IPV6RA BFIZSIM%F DNS
it A, ARETHEFaEX LI R IFFIRT . RAREE DHCP, NAFAHE
FERAIMMKXF DNS % B, MRFESHMAMMINBE, WAFFTEFhRMbUE, B
TRERFINMUIS, AAREZITMNEE 256 1 IP Hit.

® X IPv4 Hilit, REEAFNFI—PMEXM=" DNS £B. 7T IPv6 itf, oJ
MBE=ZES 1 4 RA WXF 3 4 DNS %8,

o MRMXAREBIEZRIN HENE 2 EWE) |, BHARGIEBRIAN U INE]
BHIRAETIRF.
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® R RA Fl DHCPv6 fRE#ARE (B—5 2 EWLEK) , EHEK DHCPvE RS
FERERE A M UL RO FE RS PR P

® IR RA Ml DHCPv6 F4A[E (FB—% 2 EWE) , EFRE DHCPv6 HLkiR
SRR A M LRI B dRE SR .

FaIEE R ITRIHLES &R

ZERRELRAFEEIE, 1B WebUl FHTUTHE:

1. ERENZRREMH, SMEIEE>RS > BHAE,

2. RFF A iE#FE" (Inter User Bridging accordion) , 2R /581048 F A @451 (Deny
inter user bridgeing toggle) %%

3BH AV RPN+ ERRMAINZEEREN P i,

afE IP FRAFERF, HWA IP ARAZ IPv4 = IPV6,
biE IP HtFERH, WA P i,

4. EEWRE 3 DURIFTE AT 1P Mok,

5. BHIR,

6. B HEEMER" (Pending Changes) .

7 EHEENEXNEAOFR, BFIZERE RERHHBEL.
EEERAELEAPEFERAMALTN P #if, &% CU T TH2:
(host) [mynode] #allowed-address-list ipv4 <IP address>
(host) [mynode] #allowed-address-list ipv6 <IP address>
EEFAIK IP #iFIR, EE CL FIEFTIAT show @<
(host) [mynode] #show allowed-address-list all

Allowed address list

DCYK =8Bt EF M
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IPv4 2222

IPv6 2002:2
IPV4 192.168.1.1
Total : 3

(host) [mynode] #show datapath allowed-address-list ipv4

Allowed address list

Type Address
IPv4 2222

IPV4 192.168.1.1
Total : 2

(host) [mynode] #show datapath allowed-address-list ipv6

Allowed address list

Type : Address

IPv6 2002::2

Total : 1

(host) [mynode] #show datapath allowed-address-list counters

Allowed address stats counter

IPv4d drop 126

IPv6 drop 1526
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BEMAFFIRAMBR 1P b, E7E CLI BT THS:
(host) [mynode] #no allowed-address-table ipv4 <IP address>

(host) [mynode] #no allowed-address-table ipv6 <IP address>

VRRP ID #1%5#5

SHATHAAESERREXHPIREEN IP 9 VRRP ID FIZMDARIHE, MBE% VRRP
MR, WEEit, BMEENEBARE VRRP R MEIELN VRRP D,
gL, SAPESHTREREN P B, #MEE 0S SBAE 220 - 225 SEENERE
VRRP 4, HEZANERHHLAZFE— 12 WER, XKFE VRRP MR, FltL, X 7#% VRRP
AR, EHMERTHRPERFEEXHHAEM IP RE VRRPID,
AR MEREKEEXHTRENTSEC

® JEFERCIR VRRPID

® IEEMTRIP VRRP £1EHY VRRP Y
AR CLl #4FEE VRRPID #1 VRRP Z#D:
lc-cluster group-profile <profile-name>

vrrp-id <starting id> [ vrrp-passphrase <vrrp passphrase string>]

SHEH R

_ XR—ANESE, BTIRERNERMARN VRRPID, MRKEE, R
e S B 220-225 SEEINECE VRRP 4.
vIrp-
XE—MRE 8 MFHAMNTIEED, BTUYMER RIS VRRP W& HA
:assphras HTEMWIE. MBREBLT, WEESNRILHED,

U CLl meRERE:
(host) #show Ic-cluster group-profile v4cluster

IPv4 Cluster Members
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CONTROLLER-IP PRIORITY MCAST-VLAN VRRP-IP VRRP-VLAN GROUP-ID RAP-PUBLIC-IP

10.20.101.12 128 0 0000 0 0 0.0.0.0
10.20.101.5 128 0 0.0.00 O 0 0.0.0.0
10.20.101.20 128 0 0000 0 0 0.0.0.0
10.20.101.7 128 0 0.0.00 O 0 0.0.0.0
Redundancy:

Active Client Rebalance Threshold:20%
Standby Client Rebalance Threshold:40%
Unbalance Threshold:5%

Active AP Load Balancing:

Active AP Rebalance Threshold:20%
Active AP Unbalanced Threshold:5%
Active AP Rebalance Count:50

Active AP Rebalance Timer:1 mins
Starting VRRP 1D:99

VRRP Passphrase:xskxix

SREE

ATNBER WebUl # CLI REERMEEEFLE XHNTIE.

[ =g

U TEANBMEER WebUl EEESRE . EEED PR

® GIEBKIEXt.
® BERMEEXMHIMEFRARRSZMN.
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MATA T TRMUR NS E XM

1 ERENE TRRRENT, SME'EE>RS>HEEINFT.
2.8 Clusters &RHH +,

34 Name (8#R) FERPBABEEEXMHHNEIR,

SERBUEMNER, BENERRTIEFEH.

6 BEREX > <BHEEHCBOFR, BAEATE

TEREHIBEAINEIRE, BREERR RPN,

BB ARINERIREO .

8. EX ERFFIHMSH.

9 BHHE".

10.EF SR

TER TR ERENEFEFTBATE.

128%, TUREENEF A HEHLERE. SRR AHEFTERE. N EERETR

MNESHE. B2 XESHERNRE, MMN=R 2B UEERRIANRE.

Rx MFUEMARMNNR/MENESEE, wHBENSIMEA 2000 2, ENRUK

MR (TimOBE) MAVAMEA 900 ZEF. B, MRQNESHERENBEXE,

NRZER T FRIME.

13. BHER.

EERBRERBEXHER NI BFRARR SN, BENTUTHSE:
ILERENBTAEREMP, EFERNFEFNEERS.
2SMEIEEE> RS > HERIIR, RERT HEEEXH TEENR.
SMEEERAM RSN TR RPEFFHERLE XA,

ABIBANIMN TRIFIFRFPFHITEFERRZEHR VAN FER, MBEEDESIREHN

VLAN ID F13&.,

#Ror TEHERR VLAN THuFlkd, IMERABFEFE VIAN ID, RIEHEERRINE FR +
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EFENREH. 61, IRXAFEREE2", HFERBANTRIIRPEE S, WiZFER
WIBIR25", WA URIMESERE, Bl 1-5.
5 BHER,
6. B HEMNTEXN (Pending Changes) .
7 EHEHENEXNEAT, BPIZERE AREEHMIEEN
Cluster Profile &%
SR A iiipa

IP version %EFE IP BRA - IPv4 T IPV6,

IP address IP HbiE AR B A RE R BRI 1P,

XAFEMERMSERME S-UAC 1 S-AAC 9EC. A4AH ID BA—
F 1 1 12 Z 8 BEE.

Group

VRRP P BF A EBEIFRESE (41 CoA) REMFIBIERIZMHREMN IP,

VRRP VLAN | FF A5MBE MRS 78 X I T B 15 KIB AR S A VLAN, 40 CoA

MCast VLAN | BT BAEBREVTHE LFABE B VLAN,

Priority XATEMERNSELZE,
MT CL s BER
1. BIEERD A

(host) [mynode] (config) #configuration node /md/cluster

(host) [mynode] (config) #change-config-node /md/cluster
3 ALRIEEN TR TREZERE.
177 HIRTE /managed device/cluster FECER) SSID. VAP #1 AAA EZE {4518 FEC
BEXH—E.
(host) [mynode] (config) #configuration device 00:1a:1e:02:04:88 device-model A7210 /md/cluster
4. WENZEREEENRE.
5. RBEPHAMBEXEREMBRENERD B, BINEREFEETRESE NTP REH.
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ZEE NTP BRF8%, FMITIUTHIE:

(host) [cluster] (config) #ntp server <ip address> iburst

(host) [cluster] (config) #ntp authentication-key 1 md5 <password>

6. E7 Mobility Conductor L B ERFARC B X

(host) [cluster] (config) #lc-cluster group-profile 6NodeCluster

7. lc-cluster group-profile FEIZE R P #HULTTINE IPv4 5 IPv6, LTl IUEFWE

A& {ER, £ Mobility Conductor £, AT XD BIECE IPv4 EHEFN IPV6 5EE,

AANERFRNIZ T, Mobility Conductor T INKECEEMAIXEIENNZERE.

8 ERXEREFMIZFIAREXM: XERENHRI 1P BIENTEETR 1P thil.
R AP INERIRRIELIR B AZER MR IP. AP REECEXMH AP £ LMSIP
A AP RY active-AAC  (A-AAC) .

9. XF IPv6 MIZK:

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller-v6 2000:192:168:28::24 priority 128 mcast-vlan 0
vrrp-ip-v6 @ vrrp-vian 0 group 0

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller-v6 2000:192:168:28::26 priority 128 mcast-vlan 0
vIrp-ip-v6 :: vrrp-vian 0 group 0

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller-v6 2000:192:168:28::22 priority 128 mcast-vlan 0
vIrp-ip-v6 :: vrrp-vian 0 group 0

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller-v6 2000:192:168:28::23 priority 128 mcast-vlan 0
vIrp-ip-v6 :: vrrp-vian 0 group 0

10. XfF IPv4 %%

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller 192.168.28.22 priority 128 mcast-vlan O vrrp-ip

0.0.0.0 vrrp-vlan 0 group 1

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller 192.168.28.23 priority 128 mcast-vlan O vrrp-ip

0.0.0.0 vrrp-vlan 0 group 1

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller 192.168.28.24 priority 128 mcast-vlan O vrrp-ip
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0.0.0.0 vrrp-vian 0 group 2

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster")controller 192.168.28.26 priority 128 mcast-vlan 0 vrrp-ip

0.0.0.0 vrrp-vian 0 group 2

2R IP WULEMSESE, LR, H. mcast. VLAN. VRRPIP F1 VRRPVLAN ET[%%

%

11. £ Mobility Conductor &, ¥EEN A TZERE:

(host) [cluster] (Classic Controller Cluster Profile "6NodeCluster ") #write memory

12. RHERE.

13. /md/cluster BIEZBHECE

14 ZEEANZERE LEREAMASH. MRNEEREHNTABETEDR, Wk

T RERE L T4 [00:1a:1€:02:04:88].

(host) [00:1a:1e:02:04:88] (config) #lc-cluster group-membership 6NodeCluster
(host) [00:1a:1e:02:04:88] (config) #write memory

15. EEANZERE L, REEBRS:

(host) #show lc-cluster group-membership

16. AHRRF i SSO EMEHEBRIER TIE, #EPHNZBT RSB 12 &,
MU TS BREESD 12 5 L3 EEARE.

(host) [md] (cluster)#show lc-cluster vlan-probe status

17. (°1i) EZERE L, HEBR VLAN FRNETEMFEL VLAN,

(host) (config) #lc-cluster exclude-vlan <vlan-number>

18. fF A L— S MBR VIAN &, BRIEFT VIAN FUE %,

(host) [cluster] (config) #lc-cluster start-vlan-probe

19. ¥ VLAN MK ME, B4 m#HH SNMP FERE wisxClusterVianProbeStatus, L&
BHE &R VLAN BRPRESHXIXZHI0A VLAN, BINMERT, LEpETERR

/CN o
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RS E X
AT I EN B B RECE X
1ERENE TRBEXRENT, SME'EE>RS>FHERIT.
2EERBEIAXERE BNRHRIRPEEZERE. BERIERENINZIR
%, B8 & Controllers RFH +,
3B AR <Cluster Profile S#> iR HSHE.
4 BEHEWIE" .
58 FF Advanced T2 EIRINFEET 70 TR Active AP TMETFHEHSE. BR, X
ESHARRINRE, MMER BZBNEEARKINRE.
R HEMBEMMNETELEREN, JgSZ4EHERNESEN. FEELIEL R,
BEREEMEMMNE FOBRERNESEIEENMER, SUEMBHEREXH LARNES
BT,
6. BEHIRR.
7. BEERNER .
8 AHEENEXEAF, EHIZERIE REEHMEEN

EREAX show 4

ERIUT show wnSHARMBEERE R TIE:

SEFNZERE LNBHERS:

(host) #show lc-cluster group-membership

FE VIAN RUEERRTE, ZEZERETNEN T RZEBHET:

(host) #show lc-cluster vian-probe status

EEERMARZSMEGSEHNMMERNRRE, FEE LRI ERINEE:
(host) # show lc-cluster heartbeat counters

BEHERNES TR
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(Host) #show datapath cluster heartbeat counters

EEEEMM T EEENHRIER:

(host)show Ic-cluster history

EEERMR AP NEHNER AP AHSH:
(host) # show Ic-cluster load distribution ap

EER R ETNENRERAT w6
(host) # show Ic-cluster load distribution client

EFEEZBERS LATHYIRRA AP k!

(host) # show ap standby

BEEXERE LATHRXMNAFTIZ:

(host) # show user-table standby

ERERE LEEFINEA TEEBZPHNARPIIR:

(host) # show datapath user standby

EERTLREER iR A-UAC M S-UAC. Ihar <o UEHENEAXERE LET:

(host) # show aaa cluster essid <essid name> mac <client mac address>

EERRMEEENFENFARES, ERAEMNOBIBERSZEKRNME. FrEHRTMER
DB FFI S AR B BB, _ERERESREEIENF RN RS SHE R, thaSEER

HARMAEA RO EMREEITE,  ARINSMER A X E TR X BT E B
(host) #show datapath cluster details
REREWRESHERXNAREE:
(host) #show cluster-tech-support </flash/config/outfile>
M AP BESEFHEXNIARER:
(host) #show ap cluster-tech-support ap-name <ap-name> </flash/config/ap outfile>
W& IPv6 HEXAIIERES:
(host) #show gsm debug channel sectun

EERTHENBSHOTRE AP WED IP
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(host) #show Ic-rap-pool rap-cluster

ERNBHERBIRPHAENERN AP MENEZINEITIL.
KIENBXFHATEE

BRI
FERmESENRTHRRF AR INHERERRAZE, NI ERRFHIR.
MRARGRNVE OH D HERE, WBIERXER PR UAC kEHXE RS EMNRE,
TR FaLEME, rAIERENABEREPESTEN.
SHEERTEXERGE LUARFIBESERABREN LR RFE L LR E AL S E
Rz, BiEEFimh S,
HEAFNRERE (BREMEESERINIERE) MENAHEN, SEEKER
T, FRMMBES AP MEFm I ERETNRE.
R’ BUAMERT, REBSHNSBRARENE.
B {E A& %
o EXMEFMEMFERE - AR ENIIRESNRE. BEREAN 206, RIF
SREMN 20%,
o ZRATEFWENTHHE - FENALNERNE. BEREA 40%
® ARIHHE - RANHEEN IR LNMHESRNAFEH TR ENRRZENE
5. BEEREN o Bt KEREZENNEDAEDFE b BER.
® AP Total Load Balance BI{E— S MBIFEEEREN 40%. XEFINE, AR
B,
BAENE Finfh &k NETE, BIUREESE P inEREERENNEERHER 2. B
¥, NTERAE R, SIUREEREPRENTEREN S EFERERDL.
BRALFERRE SHNETEBRDE—F.
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AP R Eityl
AP AEHENRETHRAEH I DARBLEABEEATINE. AP HEEIEHNESI
BOE— AAC, XEXENAREmAE, M2 AP k.
THM&ER AP #HEEBT RHHE.
MTRHIAMZELSRE AP ABFEHEMH:
o LEMVAPEILRE AP BER, MRFMTHOEERE NWELREREN
AP THUEFHAEEIRER Active AP 3.
& LHRIXE|HER, AP BBEFMAINNIZERENER AP k.
o REAKHRER, XL AP NIHEFSRIERERN AP THEUEIE, B2, &b
BERAEENAY AP REESRZAET AP T
=R M #M=R OS 83.00 Fis, JEEN AP MEINEINRERIAEA. EMFTARAF,
BIANER TR INEE .
JEE AP EISEMER VRRP #1T L2 R, A 1 NERFRRAZEAL P #iT 13 &
B, AP BRBEIEHRERESN 40%, B3 AP ABIHEREREN 20%. XEBRIAE.
R~ B AP SREEVBEN, IMSIP BEZ., B2, HERENEERBN, KEA%
# LMS IP,
£ WM AR 058300 28I, FHASESERENEHMRM AP 1, KR AP f
BEROMEFMAIEE A AAC,
NFNEHEE, FHASEITHEFTREED AP AHEDLHNZEREZEIM
B AP, WRE, BRLAEREMEHNRIL AAC 1BE.
NFEMNEE FHEDRSRBUTRMENTRENE:
1. EREARAMK/NESNRBEEDILNZERE.
2. ERABRAMBNBAHESLENZERE
3. REENENAHENLRERTENABESLLBIE. i, BRESKKATM
INAEZEREZEANERFEERT A EHRE.

e
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4K AP MERMBNZEREHNIRNNHBNZERS. B2 IRELES
AR AP, ERBIIKEER AP NERAXAHBE D ILRERESDIRNAHE LT
BREREHFEHEER R,
=" 8 1 DT REIMREERDSE, FIMEX AP, 1RIE AP ITEZEERXT AP #
TEEY, BIAA 50,
EREFERALIIE AP 5, EHEERSEHEMTESRENANAEIFEERE. fiu,
LI ZEREMAFEN.
Ror: BRmAEMERN AP ABIYENALLRERE.
TEFET AP REHENLR
& RIYREEDR.
o XITFHEII LMS-IP #HTFHH K.

EHR AR T

U TR BT N R RECE BT
1 B REMNENTRREREMT, SME'RE>-RS>FHEERNFT.
QEEHRRRT, BRERE AP NEHENER.
SE'MEREXM> <BEAVCEAT, RITSRIFE"
4BEBEFR<ES AP MEFESE>PRARIE AP MEERE.

5 /TR
6. B o HRANER .
THEHEENEXEOD, EPIZEREE RERETHEEL.

Ea) AP BT ESH
BRARKERE, SHNRER I —¥ RA
8000 N&E Fum il AL EBE.

Active client rebalance threshold ETT AP RSN &/NEAHEHBE DL BEETHR

Redundancy
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B9E, ELDEERSDIELEEN D K
Bt sEfAk AP EEE.

Standby client rebalance threshold

FRASRHTHTEN AP MEHERBHR/NE
MEBE DL,

WRXEREXEESNHRE W AP REHMEF

Unbalance threshold B, YHEPEATINIERESR/I\ZERE

FHRE ZBE N EEEER, SREXMERL.

Heartbeat threshold

RNMENESHENZEM ARMEE, BOMERE
ETHEBNXEREMNHEZARTNTER. X
BURTRE RGN B aEZRE (B
RIAKMEB LS HBIESF) .

MUTdrz
1.
2.

3.

7.

8.

NBWTERE AP TR iR HISEE:
EREME D RBERENTR, SN EE>FRE RIR.
BHEE N,

’FF Cluster $T&mE#MR, AFEE Classic Controller Cluster,
BE + IREREREXN.
AP T EENE PR ETEE.

BHRER,
BEHHEENEY.
EHENERXEHOF, EPIZERIE REREMBEEH,

T CL a5 AEHEE R T E:
AT 25E5) AP A& REI:

(7210-24) #show Ic-cluster load distribution ap

Cluster Load Distribution for APs

Type IPv4 Address Active APs Standby APs
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peer 192.168.28.23 25 20

self 192.168.28.24 20 25

Total: Active APs 45 Standby APs 45

(host) #show Ic-cluster group-membership

Cluster Enabled, Profile Name = "ap-Ib"

Redundancy Mode On

Active Client Rebalance Threshold = 20%

Standby Client Rebalance Threshold = 40%

Unbalance Threshold = 5%

AP Load Balancing: Enabled

Active AP Rebalance Threshold = 20%

Active AP Unbalance Threshold = 5%

Active AP Rebalance AP Count = 50

Active AP Rebalance Timer = 1 minutes

Cluster Info Table

Type IPv4 Address  Priority Connection-Type

peer 192.168.28.23 128 L2-Connected

self 192.168.2824 128 N/A

BHREER AP AT EZEA
IPv4 7Rf:

(host) #show Ic-cluster group-membership
Cluster Enabled, Profile Name = "testLB"

Redundancy Mode On

STATUS

CONNECTED (Leader, last HBT_RSP 10ms ago, RTD = 0.000 ms)

CONNECTED (Member)

DCYK =8Bt EF M
40



BINE R

Yunke China
Active Client Rebalance Threshold = 20%
Standby Client Rebalance Threshold = 40%
Unbalance Threshold = 5%
AP Load Balancing: Enabled
Active AP Rebalance Threshold = 20%
Active AP Unbalance Threshold = 5%
Active AP Rebalance AP Count = 50
Active AP Rebalance Timer = 5 minutes
Cluster Info Table
Type IPv4 Address  Priority Connection-Type  STATUS
self 192.168.10.38 128 N/A CONNECTED (Leader)
peer 192.168.10.34 128 L2-Connected CONNECTED (Member, last HBT_RSP 38ms ago, RTD= 0.000 ms)
IPv6 7=l

(host) #show Ic-cluster group-membership

Cluster Enabled, Profile Name = "72xx"

Redundancy Mode On

Active Client Rebalance Threshold = 20%

Standby Client Rebalance Threshold = 40%

Unbalance Threshold = 5%

AP Load Balancing: Enabled

Active AP Rebalance Threshold = 20%

Active AP Unbalance Threshold = 40%

Active AP Rebalance AP Count = 50

Active AP Rebalance Timer = 1 minutes
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Cluster Info Table

Type  IPv6 Address Priority

peer 2000:192:168:28::124 128

peer 2000:192:168:28::126 128

peer 2000:192:168:28::122 128

self 2000:192:168:28:23 128

Connection-Type

L2-Connected

L2-Connected

L2-Connected

N/A

STATUS

CONNECTED (Member,last HBT_RSP 68ms ago, RTD = 0.000 ms)

CONNECTED (Member,last HBT_RSP 66ms ago, RTD = 0.000 ms)

CONNECTED (Member,last HBT_RSP 69ms ago, RTD = 0.503 ms)

CONNECTED (Leader)

RETXERERE AP BE LR AP T A-AAC HECHIREL

(host) #show ap debug gsm-counters

STM GSM Counters

AP Publish Events

AP Delete Events

AP Publish Events(Load Balance)

AP Delete Events(Load Balance)

Radio Publish, Activate, Activate Errors

Radio Delete Events

Radio Delete Errors

BSS Publish Events

Responses to BSS Revd

BSS Delete Events

BSS Delete Errors

Value

93

29

28110

15

41

41

18

30

BSS Delete Key Not Found (included above) 30
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STA Publish Events 0

STA Delete Events 0

STA Activate on S-UAC, Errors 00

STA Activate for Delete, Errors 00

WIRED_AP Publish Events 0

RER AP ZMERIERIDRATEEHITRAL AP 2E A-AAC FREL 1B
T TR

(host) #show Ic-cluster gsm counters | exclude 0

Cluster GSM Channel Counters

AP Channel: Adds >>1
AP Channel: Deletes >>1
BSS Channel: Adds >>2
BSS Channel: Section Update >>2

AP Channel: Adds and Need AAC Assignment >>1

AP Channel: Deletes from SAPM, AP redirected >>1

HEMENR

SHUUBBEONFHARNGRF . UTEHINBXEREHETBTRAEN,

127 M ER BIWEER CU &% active-ap-lb HEREER AP HiEigE., BIAMER
T, ERTFRARE.

R~ WMREM active-ap-lb, WEMA LMS #HTHIIHL% L. IMS &5 EAT a0 Lk Pr
HHRTHR.

FE 1: EEEH IP RENEE
EXFERT, R A-AAC (LMS) X[, AP Rif7E| S-AAC HIEEHERTE. MR
A-AAC F1 S-AAC EIRFXiA, AP BHITAERER. AR AP EEHF IMS ERHEETH R
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LEHE W AP FLEETRIIRAZHADRIEFFHFERE. (XS AP TEGEE
ARl ZRPTHERER.

MM Active 10.15116.242 VRRP
MM Standby 10.15.116.243 | VIP:10.15.116.240

Cluster

. 10.15.144.111

Master: 10.15.144.111
LMS: VRRP IP

AT 2FRERIL 1P AL NERBRFEAVAEN:
® AP fy Conductor FCE ARFET = EAIEHL 1P,
® WREEEET VRRPIP, B LMSIP HilltF1 backup-LMSIP Hiit i E VRRP
P,
® R SA Nodelist fRTFE AP L. fIR A-AAC 1 S-AAC RIE XA, AP #
PR ERFZR D SAFRINAET R, EITRIIRER.

TR 2: BT DNS BTEAS SLNESE

HEILHES, R A-AAC (LMS) X7, AP H5# 172 S-AAC HVERINERTS, IR A-
AAC # S-AAC EIRF XM, FHH AP KREAEHPNIS—IT R, BRI EHOERFF
BN RIIR W AP SERBEFRR. R AP AZEFE IMS ERNEEAT R LEH
BE), W AP SRETRIIRFAZRTRIIRFHFAELRE. XY AP TXBEETH =
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44



WIHZ

Yunke China

B, F=PITIHRER.

MM Active 1015116242 VRRP
MM Standby 10.15.116.243 | VIP- 1015116240

Cluster

MASTER1: 10.15.144.4
MASTER2: 10.15.144.14
LMS: 10.15.144.3

UT2HRET DNS BT BE S SEF I BEFAVEN:
® AP IfEM DNS BATHKER SNG4,
® NREREET VRRPIP, iE7ZE LMSIP HbiitFl backup-LMSIP it Fi%E VRRP
IP.
® SRR Nodelist fRTFEE AP £, MR A-AAC 1 S-AAC [EIEFLMH, M AP
BInTRBER, FE2RTRIRFNAET R, EHTRIRER.
R EAEEES, MR BWERIEE DR KBRS,

AE 3: BSEHIEFON DNS BiTHEAEM 1P HEE

AERXMERLT, 5 A-AAC XHIRS, AP KEEHESE] S-AAC, 11R A-AAC M S-AAC [
Bk, FFE AP ZRHEXR Clusterl A — TR, BEE Clusterl TRIIRFOFET
REPASE, W AP SENTEF . R AP LiAIAE Clusterl, NSEEEBEEIEH
LMS,
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MRBAT MS £, WHFE LMS FHTE Clusterl EB=NAF, AP 38 4E Clusterl,
WMREAT LMS #5, BME Clusterl 2230, AP {HREBFE Cluster2 k.

MR AP EEE LIMS ERMNEAH S LEHEF, WU AP RIEETRIRFHZRT ST
RPWMMALE. XH AP TEBEETD RN, TSHITIRRER.

MM Active 10.15.116.242

VRRP
MM Standby 10.15.115.243 | VP 10.15.116.240

10.15.144.111 10.15.78.111

Bkup LMS

AT RS DNS W iE BAT R (P (A 0 HEN «

® AP FzIFFM DNS REBWBITAHNSE (BIEH—1) - AP NSEBITA
Clusterl FYREHA IP F1 Cluster2 BYEEHL IP,

® E£RTRM Nodelist fRTFE AP £, 1R A-AAC M S-AAC RIRXiH, M AP
BHATABER, AERPRIRINAETR, EFHRIIRER,

® INREM AP MEIYE, N ap-group 3 ap-name K LMS 2414 Clusterl 3= H9
IP 3k, backup-LMS @714 Cluster2 R E MLy s AY IP ik, BD, ap-group 5 ap-
name A9 LMS ZZRECEZ Clusterl T4, backup-LMS AECEZ Cluster2 5 .

R ARERES, WMNER ZIERLECE PO % REVEFRE

AR 4: BEBEHEROHN DNS BTSiHAEE S SENERH
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AXMIERT, H A-AAC XARS, AP KGEf&EEESE] S-AAC. JIR A-AAC #1 S-AAC [
Bf3Ki, FE AP Zi{BXR Clusterl M A—1Tm, EE Clusterl (W RFIRFPHAE
TREFER, W AP SERIEHBF. MR AP TEAE Clusterl, NEREZE| &40
LMS.

AP 7t Cluster2 BT R L& IE, T R ERIRREEEBEE H&H LVS,

WREBAT MS 4, WHE IMS TR Clusterl EjEzhRf, AP K8 45E] Clusterl,
WR LMS B EWERM, BIfE Clusterl B/E51, AP {HREBFE Cluster2 L.

MR AP EEFE IMS ERMEEAH R EEH BN, N AP SEETRIIRFHZHA BRI
RPN EEXE. REY AP TEGEMEATAN, TSHTHRER.

-

MM Standby 10.15.116.243 VIP: 10.15.116.240

LMS Bkup LMS

DNS

Server

101684 341

T 2HRIEBEIT DNS BB EEP OB EE N SEHERREN:
® AP EEIFFM DNS REBEBFENSE (BNEHEFN) . AP BSELIETH
Clusterl HHFANT SF Cluster2 FEREN T =,

® EHEHTSM Nodelist (RIEAE AP E., IR A-AAC 1 S-AAC BEIRFEEH, N AP
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BHTASER HERDTRIRFHAET R, BEEFHRIRER.
® (R AP EINEAZ, W ap-group K ap-name B LMS @714 Clusterl i =9

IP #53iE, backup-LMS 24 Cluster2 EfthTy s /9 IP #b3lk, BI, ap-group B¢ ap-name

B9 LMS AZREC B R Clusterl &, &4 LMS AIECE R Cluster2 T &,
BR SEOERELZ I 10 N& B, Clusterl 1 Cluster?2 I S5 HF DNS
ST
iR EBE

SN FHRINE AT EEERPHZEREM AP ARIIRFH #MMER OS ARA. @idfs
EFNRGEXHM BT X, JULEAREFTNZERE. ZR—MINMEAR, £
BIREM AP TJEMAR, EFEEMTIRLFE.
TR PUETHR LA RS ER 8], MERFaT. KEEEMEN B AR, BTUE
. MBRIEHTHITNERFAR.
SR ARSRRES AL, HRAEREFTHNEREER . FRid 27 S0 F 2R ER E Bkt N =
FMIETPTHR, EAEHPNRE—NDIXEREMINTITRE, XLE AP KHITIRETR.
M M =R 0S58.8.0.0 FFE4, Mobility Conductor _FEYIR#EE FAESSR FHLR 89 SC4HBRS88,
LA FREAREE R EREEM HTTP MU TH. BTNEEMA WM ER Wui T3
E{Hakig, M Mobility Conductor A WebUl L fEE 1L,
THRERER, BHITIATRIE:
LERFHREE R AP U5 B &IXE AirMatch,
2AirMatch €I AP RUIBHEZE, HERIESEMRFAREERS.
3LEMREREDELE NI XIIME AP,
AZERERTHHEG. BHTHERENTEME
aXTENXERE, TRORWME, HxHh AP FEaV/NERERE) AP BRI
#Ho Bltn, —K AP L AH 1/8 &
bIMB BN X ERENRE AP f7, TINEZETRHOILN AP, FEERIER,
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HEIWINEE AP,

STUNEPTE AP &, KiEFBERXEREFER B,

6. BfrXERERINGE, BEFMNUREREABFHNDKX, F/E30 AP B3). EFA
HE AP &, BEET—I2XIFEE AP #3).

THRNARBERRERENMEIXE, FEEXZ—IBERZERE, HEELR 6,
BB XERERNER B3,
AT &R LRI BC B SE R TR I K SE A TR A9 R 1

BB SHF&
M TN BMETFREEE:
1. &% Mobility Conductor,
2EREME TRRRENT, SMEEF>RAEEE".
SMERPEFE—NHENER . ZRNFIHERF, MATIHERRA.
ZRETFERNER AERENEE. EFFN AP BEMREHNEERE LIETT
AR AR AR
A RERE > B RER, EFE R,

5.7 MUK EB Y, IEERGESUHALE . BIRHE-R AN AN TSEHNE:

BRS5=8 IP byt - ARSSRAY IP sthilt. XFF IPv4 F0 IPv6 Hbdik,

EGRERE - BRERCHERE

BERENRM - BERREINRA

Wi - BFERX L. BXUEHR: FTP. TFTP # SCP. BRIMEA TFIP,
BRE - #%REH[LLKANAFE,

B - PREAR LK YERRD.

6 & BEARMNDXEOH, BEELKEMHNZEREDXUEENF BE A

B, ©®F
°

IAT{E—HX:
27X 0
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e HKX1

® auto

1R HRE BN FR.
BEERBEARRES, BERENE TABREMPSME BHE>RE> RS .
9.EH BB NABRRSEABRE—EET. FARRETUZ U T ERE:
o FEIEE
o AP HXIEA#TTH
® FRIEFEHITH
® FHEHKM
® FEFER
108 RENZERGORT. B, BSBRERTEN AP BUKRE.
O] LB T IA T a2 3k Mobility Conductor SC{FRRSS 28 ITSERFH4R -
(host) [mynode] #lc-cluster <cluster name> initiate upgrade version <img_version>
fileserver http download from_mm partition <partition_id>
BEREFARIRE, XTF Clusterl, EHRFTILT show &4
(host#show lc-cluster clusterl controller details
(host)#show Ic-cluster clusterl ap details
(host#show lc-cluster clusterl upgrade status
(host)#show Ic-cluster clusterl upgrade status verbose
(hosty#show lc-cluster clusterl upgrade stats
HE, B DHITIA TSI Mobility Conductor FfilA ERFFHR:
(host) [mm] [cluster1] #lc-cluster <cluster name> initiate upgrade version <img_
version> partition <partition_id>
® cluster name - FEEMBREEXMHBRXNEZHFEBRFRNEEHREKNTE RS AP,

® img version - BFRBRERRA, Bla0 8.2.1 XXXXX,
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® partition_id - ZRHFMEEFZNZERE LMK, EREA 0 FH 1, XETEM.
MRKRIEESPX, EXAINEREASISHK,

RN XHREHEARLEEXHPEE., £FMH CL FRERZR, BRAREEEAR

L& X1,

R~ M #MNERO0S 89.00 FFig, “HFEE RG> REEE TUH, NENRERE

METFHE RAP, FHREAIZE AP MERN, FRAURFEEKNNEIER.

{5 Mobility Conductor File Server #{3F4%%

25 b, MBAERIMBARS R, M ERTEEAR, B2, M M ER 058800
FF46, Mobility Conductor 9N BIELRFHRASHIRS =, F EI A FREAIME
WHRZEREER HITP U TH. ETRUBEM BMZR MG TEHEEBRE, N
Mobility Conductor #J WebUl EZEHBRE . BXFRER, BSZHITHRERENAR.

LA LB FH&

DA 2 a4 5 T 1A AT R B

AP SRIRTINE

EXMFERIRS, MR AP 7 5 DHATNEKRE, W AP BHRC AFRRIINE KM E R
EERE. TNEME AP BIRE, BXFEEEN AP Hii7ER, FEHEHR 5 2.
INRFINE TR KM, MXLE AP AR ABRTNE LK, FFEASMTH—THNER.
SIBARAAELE, HAFEEE AP BURTUMB AT B DT 60%,
EHIRM AP EFEHEK

TEUBTRAF, MREFISRE 30 DHALTEEFR B, NiEH=HERCAER BaK
W, FEEFARKEHL. A, BEEARENRETEEBRONESRE, MERRE
PEEERIDMEFE. M BB 058800 AT, BIFEEHRBLEIEFED &
HARBASHIE, HERHSFESHR. I, VIREGRENRBshREM 30 28D
2 15 4,

DCYK =8Bt EF M
51



gmwzﬂ
Yunke China

B, AP EFEHEFHEM 15 SeE LR 8 48, EHREIK.
SERATRE T SR E D

MREHARE, RO BHERIRTITATE, ZTH 50 3 98, BAEHREN 6 K.
FERTIRRAF, RASIMAEEEHR 15 K, Bk, XFHTE 18 AR 45 44
NEREHARE.

PR BE
LT AE R I TR -

® MHMTHAEMGTINERS, ALIMRAEMNHAZE RS, NWEEERBDIAEIRRA
HITHEN R, BRRAATERREREER B — KM,

o KR REAE, AP BUMHAREREETE WebUl H,

® WMRZAMARSBTFERFY, WL EMEEREAR.

® WRPEAIFRIRNAR, ALk, TENWIZIBBHITEFIR.

o ENAEAZXEHHEREALHAR. BNMXISEBT INEALFER, BEEXE

NFARIFIET T,

® ITFE AP AXFFEWMIR, REMT:

B ASHARIERESR, HZE AP WU, ENEIFBEHIARENZERE
B, FANEAIZTE AP RBEAXEREMI IP MAZA S IP BHEZERE.
FEt, ;i AP TEESE LB,

B AiniE AP BEHR, ERINARFTERKNE, FAXHELEN RF &, Fit,
iE AP NEENPXIUREE L. ATEN I REBHIMNE . EF BN, REHE)
HARENZERE, RATRARIEFTERIKEE.,

HHRIEHAR

M AR 0S84.00 FHE, I HIKBHEARAFERHRITHIZIFEENTE, NERFHT
W, REBETENEBMAR. BTNEER. HBRIERLHTYNEFTER.
IR w] A E — B [ S AR E R 8] A — DS S ML E X L HESR R TR
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% Mobility Conductor EF BN HEEF BN, IINEEBRESEENITITER,
T AR EH 2% A Mobility Conductor, 318 Mobility Conductor ELE
TERMERERE, WAL EEREREIHEERSETAMEAZEEL. H Mobility
Conductor ZAAFNIRTSH, K BINFTR.

RBEERE

o REERARITREHRNEE, NZERENLFNEERS 30 X,

® NN ERASERETHNIERE.

® FREMKT SENLIUHTT NTP .

BR B

® DST HfjEEMAS B ASE I RINFRBsNEE.

® AHEXERFFFHNENNHNEAZHNITARBNBEE,

® ITNIFRABEEBAREE B,

BB i IFHR
EREITRIFE, FBIT WebUl 5 CLI HifTIATHE:
ZREEITTRINEREAR.

BRI IABEETR, IFHITIATRIE:
(host) [mm] (config) #lc-cluster <cluster_prof> schedule upgrade <version> <year> <month>

<day> <hh> <mm> <ss>

SER R iR

cluster_prof | T+ RIFHRAERFECE 14
version SR TR B AR AR
year FREH

month FHER BBy

day HRH

hh FHER /B

mm FHR I EPEL
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ss FRFDEL

-

(host) [mm] (config) #lc-cluster <cluster_prof> schedule upgrade version 8.4.0.0-
sangiovese_73823 2018 04 10 00 00 00

EE I RINEFHARRS

(host) [mm] #show Ic-cluster scheduled-upgrades

E

(host) [mm] #show lc-cluster scheduled-upgrades

Cluster Scheduled Upgrade Status

Profile  To Version Partition 1D AP Preload size Scheduled Time MD Timezone

v4 8.4.0.0-mm-dev_65200 Default 100 Fri Jun 8 15:00:00 2018 Asia/Tokyo
HBR R T RIABE R TR

(host) [mm] (config) #lc-cluster <cluster_prof> abort scheduled-upgrade

ENRHBEAE

(host) [mm] (config) #lc-cluster v4 re-schedule upgrade <version> <year> <month> <day><hh> <mm> <ss>
R BEREINTUEEAR, SASTHHAR.

-

(host) [mm] (config)#lc-cluster v4 re-schedule upgrade version 8.2.0.1 2018 6 6 0 50 0

B EHEHER

REHRETATIHERBFNAE T RHTREHRNG S,
SERTHAREGTEHAER CGSM B (GSM) . £HEHESR (CM) . TEbAERE
#& (STM) #1 AUTH. #E AP £, TEEHRE A-STM F1 ASAP (BIEERR)

U T BREER —LF W EHBR 7T BT R

DCYK =8Bt EF M
54



gmwzﬂ
Yunke China

L= A% N8

B AP ER

B AATAERIER

B APEERBUESHRIE

3225170 &N
HETHMAREREEMARENR . SRHTNMAEXERSHELERN, SEEREM
Yo

SRR — 2 REMT:
1 WRANTEHAEMRZN
QIRBEPRIIHFERERE.
SMRFAEEREE, FEARERELEFFEANFRE.
4INRARFEA IPsec SA,

EREEFEMEIRE, EIT show lc-cluster group membership 454,

(host) [mynode] #show Ic-cluster group-membership

Mon Dec 21 17:30:51.952 2015

Cluster Enabled, Profile Name = "6NodeCluster”

Redundancy Mode On

Active Client Rebalance Threshold = 50%

Standby Client Rebalance Threshold = 75%

Unbalance Threshold = 5%

Cluster Info Table

Type  IPv4 Address Priority Connection-Type STATUS

self 10.15.116.3 128 N/A ISOLATED (Leader)
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peer 1

peer 1

0.15.116.4

0.15.116.5

peer 10.15.116.8

peer 10.15.116.9

peer 10.15.116.10

DISCONNECTED

INCOMPATIBLE

128 L3-Connected =~ CONNECTED-FROM-SELF-DISCONNECTED-FROM-PEERS

128 L3-Connected =~ CONNECTED-FROM-SELF-DISCONNECTED-FROM-PEERS

128 L3-Connected =~ CONNECTED-FROM-SELF-DISCONNECTED-FROM-PEERS

128 N/A SECURE-TUNNEL-NEGOTIATING

128 N/A SECURE-TUNNEL-NEGOTIATING

DISCONNECTED-FROM-SELF-CONNECTED-FROM-PEERS",

CONNECTED-FROM-SELF-DISCONNECTED-FROM-PEERS",

SECURE-TUNNEL-NEGOTIATING

SECURE-TUNNEL-ESTABLISHED

CONNECTED
BHERS
EUTERT, TRHRIKELER:
REE WRANZEREETAEN HMER 0S A, NSEIMMBEFHFEAR
L, FEREREFAZEFN—EBD.
EMTERT, TRSEEIER:
® WMRMEPHNZEREZIYRLT CONNECTED K.
BT
o MEHEPIERRZENYIBEEFERM,
o MRHEP—NHORAZEENTSR.
REBRIE T | WASEERENRENER, HEFEE IPsec BE. MBRSMAEFE,
] MZR7R IPsec BFEIREFEDM,
EMTERT, TSEEER:
& 1% B X ih
§ RERE 1 MIXERE 2 EER. HREREPSINZERE 3. X8
it BE 1 MZERE 3 BEE BRXERE 2 MIZERE 3 REE.
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£ 85N CONNECTED IRAEE, BETESR A L
we

2 & HhNEE ENED VAN &fE]
RUsiE, BABURT VLAN R, EAMT FV

®E VIAN RS
(host) [mynode] #show Ic-cluster vlan-probe status

MR EZ AT T —L VIAN E, BEZERE LT VIAN BUE%:

(host) [mynode] (config) #lc-cluster start-vlan-probe

AP B3
LKA AP SMEC S-AAC B, AP ZEFTEFI. UTE AP EFEIN—LFRERESIK:
1. FERE — MRXEREZERIHEARE, JECEFITUIFMNRK AP,
EEMRIEE, BFBHRTUTIER:

B OAMEMZEREIALMNEIEREUIITELHEN AP,

B MK ECEHITIRT
2EZNRERERE - WR S-AAC X, &GS (S-UAC) B AEsN=HIs (A-
UAC) . B2, MR A-AAC thi &, N AP BEHEF.

ZRURILER, 1B IREFEFECE B IR AT F9FE.

R P TS 5B

U TR EERIFEN—LRESFR:

1AP MZERENAFEEAENAE.

BNAPEE - A-UAC, RAFM UAC 1 AP EES5LRZERENERTR, ¥
BZER&EXBXTAPNLES, WeBELZAF.

2. KE IPsec BRI,

WRE AP LAY CPsec, U AP FEBEPHAEREREET IPsec BB, MRAR
B IPsec BBIE, MBI EERTIER.

3.802.1X & Fimky AP BLEARTE

BER 8021X B Fum, AEES (mkey) SBIM AAC #E| UAC. FAR mkey 7 UAC
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PARTH, WASERRE, FERATEER. BieE AP EEEEATE, BT show

auth-tracebuf @54,

AP EFEHEUE S HRIE
U T A REHREUESMRIEN—LRRA R
1. SRERY - MRAPESHTRBUESHRIE, BRERTRNGFESEREL.
BieELT DOWN KSR EREMH ERMITERE, 15EM show lc-cluster heartbeat
counters p<

A NREXER BRI R EREER, 1FEA show Ic-cluster vian-probe status &F
CREXERERBCHT 12 &

b NRFERETERE 13, 5 Ic-cluster excludevian #4$EE VLAN R <vian-
number>
QLMRRERECEE 12 FHRIMBAEFE, BE AP Rebootstrap FIEEBRFTE.,
3R AP REH BN ERBREREY, BRKAKARIFER.

BRER

HEREREF, ANMTREERMEFVLE, NWEKEXES, BEENEENMEZNEER
1%,

#7200 RIZEERETR, HAERKREAREREN flashl 2XF, TATERNHE
HEBR. 7E 7000 RFIFN 7205 FEERES, %F flashl DX, FE USB RERKELLE
HER, XEEFERTRTRRNIERS DR RS

MTUTREGS, BESHNERHES:

(host) #gsm trace channel ap application stm

(host) #gsm trace channel ap application dds

(host) #gsm trace channel ap application cluster_mgr

(host) #gsm trace channel radio application stm
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(host) #gsm trace channel radio application dds

(host) #gsm trace channel sta application stm

(host) #gsm trace channel sta application auth

(host) #gsm trace channel sta application dds

(host) #gsm trace channel sta application cluster_mgr

(host) #gsm trace channel mac_user application auth

(host) #gsm trace channel mac_user application dds

(host) #gsm trace channel mac_user application cluster_mgr

(host) #gsm trace channel ip_user application auth

(host) #gsm trace channel ip_user application dds

(host) #gsm trace channel user application auth

(host) #gsm trace channel user application dds

(host) #gsm trace channel sectun application dds

(host) #gsm trace channel sectun application cluster_mgr

(host) #gsm trace channel key_cache application auth

(host) #gsm trace channel key_cache application dds

(host) #gsm trace channel pmk_cache application stm

(host) #gsm trace channel pmk_cache application auth

(host) #gsm trace channel pmk_cache application dds

(host) #gsm trace channel rep_key application dds

(host) #gsm trace channel rep_key application cluster_mgr

(host) #gsm trace channel cluster application dds

(host) #gsm trace channel cluster application cluster_mgr

(host) #gsm trace channel bucket_map application stm

(host) #gsm trace channel bucket_map application auth

(host) #gsm trace channel bucket_map application dds
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(host) #gsm trace channel bucket_map application cluster_mgr

(host) #gsm trace channel cluster_bss application dds

(host) #gsm trace channel cluster_bss application cluster_mgr

(host) #gsm trace channel cluster_aac application dds

(host) #gsm trace channel cluster_aac application cluster_mgr

(host) #gsm trace channel cluster_ap application dds

(host) #gsm trace channel cluster_ap application cluster_mgr

(host) #gsm trace channel bss application stm

(host) #gsm trace channel bss application auth

(host) #gsm trace channel bss application cluster_mgr

(host) #dds trace receive channel sta peer $peerlP

(host) #dds trace transmit channel sta peer $peerlP

(host) #dds trace receive channel ip_user peer $peerlP

(host) #dds trace transmit channel ip_user peer $peerlP

(host) #dds trace receive channel mac_user peer $peerlP

(host) #dds trace transmit channel mac_user peer $peerlP

(host) #dds trace receive channel key_cache peer $peerlP

(host) #dds trace transmit channel key_cache peer $peerlP

(host) #dds trace receive channel pmk_cache peer $peerlP

(host) #dds trace transmit channel pmk_cache peer $peerlP

(host) #dds trace receive channel bucket_map peer $peerlP

(host) #dds trace transmit channel bucket_map peer $peerlP

(host) #dds trace receive channel cluster_bss peer $peerlP

(host) #dds trace transmit channel cluster_bss peer $peerlP

(host) #dds trace receive channel cluster_sta peer $peerlP

(host) #dds trace transmit channel cluster_sta peer $peerlP
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(host) #dds trace receive channel cac_usage peer $peerlP

(host) #dds trace transmit channel cac_usage peer $peerlP

(host) #dds trace receive channel cluster_aac peer $peerlP

(host) #dds trace transmit channel cluster_aac peer $peerlP

(host) #dds trace receive channel cluster_ap peer $peerlP

(host) #dds trace transmit channel cluster_ap peer $peerlP

(host) #ap debug stm-trace category all loglevel debug

(host) #aaa auth-trace loglevel debug

(host) #scm intiate audit <peerip>
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