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IPv6 X 3¥

IPv6 TR T—RAMAR IP M, ©X#F 128 AL, XA 2 PNeTsERyHbiL (T
R=Z 2 NTTRERY IPv4 HidlE) .

BE, 7 IPv6 EH EHEE 1P Hitbd 64 AL FMIRIRTH 64 fEOARAFARM. IPV6
Wit RTANNESHRHNFR, 8MFREZEDNTAHFIEF. U TE IPv6 HitHR
I

2001:0000:0eab:DEAD:0000:00A0:ABCD:004E

M symbol B—MHRIEE, JATRES AL ZATHERMU PN SHERET. X
AP REHI—XK,

Bign, i,

2001: 0000: Odea: CLAB: 0000: 00DO: ABCD: 004E ] IMFR3H:

2001:0:eab:DEAD:0:A0:ABCD:4E — leading zeros can be omitted

2001:0:0eab:dead:0:a0:abcd:4e — not case sensitive

2001:0:0eab:dead::a0:abcd:4e - valid

2001:eab:dead::a0:abed:4e - invalid

IPv6 R/ RaERMIR AR F AR not |, KMLT IPv4,

2001:eab:1/128 — single Host

2001:eab::/64 — network

JH4 IPv6 XHF

MR OS MARMRE IPv6 X8y, ALV FERABNSEMITEREMBEL IPv6 L
Sk, AN IPv6 BB, XERELETNAENARFMHERZEBIEF Pv6 il
DEERHSUEMZE R AL TLEBE. AV IPv6 HEIEHAT Mobility Conductor
MREREZENU TR
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MRBNSFUHNZERSELE AN IPv6 BE CREEE IPv4 b)) | U AP XER
Bk LRHBARD IPv6 i,

R Mobility Conductor FIZE R EERLE AL IPv6 HE (XEREZLE AWK
#RZ, 1B Mobility Conductor EEEREA IPv4 Hilit) |, NLLEEENE, AP HE X
IPv4 =% IPv6 Hbilt AR E RS EE5.

AH IPv6 BRESE ML T A

VLAN 0 — VLAN $#0 ERY 1Pv4 3t TR SEMZEREZTIEMN.
I, IRIEERBEE, S INECE IPv4 Hilib, IPV6 I FENAS.

Conductor IP #ilit — BCE IPv6 Hbiithy, ARsaHECE Mobility Conductor X ER
%09 IPv4 Hbilt, IMFE, HEE Mobility Conductor EEEE IPv6 HiHtRS, 0T AMIBR
Mobility Conductor 9 IPv4 #idit. th5h, HZERZEA VPNC EERIFNSE,
VPNC LRy IPv4 HiitE S 1P EEE B LR,

VRRP IP it — &% 2 EURHRFR, FEFEIELE VRRP A9 IPv4 Hhilt,

LMS IP H#b3it — AMON JEHES LMS IP Mt IRAIER T IPv4 #1 IPv6 Hblib, BE{KER
®F Mobility Conductor M &% #& L IPv4 5 IPv6 Hbibpk BT M., A4
IPv6 ERBEAE T FBTFEH AMON SEEM PAPI EHFIRIE KR,

B DHCP B9 ZTP — &AM IPv6 MEF, XEREEEIT DHCP £ 17 F &
T 16 FERIREL IPv6 it DUERE ZTP HAlE|E#HiEa)SMA. Fik, DHCP ®EW 17 F
BRARNFEHSSERN IPv4 il

BREWIEE - TERENIEERERRNEE IPv4. IPv6 HEHSHREN. 1R
fEF IPv6 HilF2&1E IPsec B¥iE, NIANFFSRHIZKIERBXIEIER Mobility Conductor
IP ECEFEE IPv4 Hbilt,

RINABWEAYL IPv6 EEHER/NEIREXIEIE.

RIEAY] IPv6 BREF, RYBIMNIEIT MM ZF 058712 HEFWRN AP KAFE
30 . WTFETT MM EE OS 8713 HESRAMIRN AP, &¥BsN AP KATE
17 %,
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M M =R 0S8.7.00 Fres, o] INEREMARFMERIZFIZS IPv4 Hitlk, FEREEH no
controller-ip & M4 IPv4 S NALERBITFHEIAY] IPv6 2RE .

I TEXEMEH no controller-ip #5%:

THEMTERT, 0BRSS IPv4 it
B HHKAESIRE IPve Mt E—IR AR A,

B NRGlsR R IPv4 AT AR

2B IPv4 HHETT AR, BAMBRIEHIRE IPv4 Hbtlb, FELL, BARRIRE
ZHeE IPv4 REEOMUSTRIETERMBRHORERS IPv4 LA, RIBEAFER %

i no controller-ip 7R, CLI FSERUTHERZ—:

Controller IPv4 cannot be removed. Please configure controller-ipvé on some

other valid vian or the loopback

Controller IPv4 cannot be removed. Multiple v4 addresses exist on the

controller”

I EMMBRIESIRE IPv4 hlithy, &AM T o<, BaiMEREN VLAN Z3REEZEO £

RERSH IPv4 Hoit:
B 3T VLAN 0O

interface vlan <id> no ip address

B WFIREEO:

interface loopback no ip address

ABTERASME L 7 MBR&/ERI & IPv4 HhHAYSEIK, HE CU RERMUTHERER:

Controller IPv4 configured with this address. Execute <no controller-ip> command

to auto-delete the interface address.

XHFNNRERF

N =R OS TIEFUTR AR ENAYL IPV6

® Mobility Conductors FI3EER &N BREFF,

XNy AREFERERESBT IPV6 M
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L&A VPNC &,
® 7 IPv6 WMEEHEREMNIEFAREHSEFHN BRERF.
o KENBHMIZE AP RED IP .
® [ET IPv6 HilltAy RADIUS BRZ=8AY ClearPass Policy Manager B NE AR,
o BN TIREMNMNSRGSHRBRE:
B NTP
B SNMP
m SCP
B FTP
mTFTP
m  RADIUS
® 7 ARM BEEXMHHEE ClientMatch,
® FE upgrademgr H#FE7E Mobility Conductors 2 E &&= (8.
® AirMatch FEITRIEBE,
® WebCC Ihgt, MTMZMRE THAT Web EMIEIEE.

EiLENES

o DITRARARBRAZIHAY IPv6 BB
B Airgroup
B UCC

B ECE ZTP SAWIIRTE
B ATFEhSkEE B OSPF
® £iF VIA EEMNIZERE
® {tEF DHCP 1 VLAN JHECER IP it DECHAZERE
® {Hf IPv6 FENFEFFHIULAY DHCP Hgk,
® [T WAN LEFf785E8ThRE:
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B ESER RS
B P REERE
B ETHEEE R
B EME
B Cellular
® BEMNTIREMI SRS HFRERE:

B Kerberos

B NTLM
m WISPr
B |DAP

= Dynamic DNS
B EREMAY EST
BREMEFAY] IPv6 ML FERE #M =R Mobility Conductor MIEEREMNELELR,

ESI WM =R 0S8xIPve EPBIEHE.
B IPv6

TEFERAEE IPve kA, DAEXERSELBA IPV6 EI, BOUMUFERIZGRIEXE
W& LB IPve UREHIAELIE. BINERLT, IPv6 EIAT IR
U TERENBWETEA IPv6 ET
1.7t Mobility Conductor 1 R =X 454, SMEIRE > RS> tab.
2EFAERREIIR.
3mii/BA IPve EIRAEINEA IPv6 £,

4 SHRR .
S.adriERMNER.
6AFEERNEMNEOFR, HEHIZERE AREREBBEEN.

RR:F 7000 RFIF 7200 RFEHEE, HPAEETRRFNEASEZER IPve EIM/EEH
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BaiEdER. Wi, TRNAEERRAANER IPv6 ETZEHERS IPv6 XIS,
R IPva ERBERALHA IPv6 BER, BIEEA IPv6 B, ARENBIEH=.
EHwEE, BUMEES IPve HXHNSE.

B AX Mobility Conductor 1 AP By IPv6 3%

LbARAR I =R OS 4 Mobility Conductor FIEN MM IPv6 . W, EoRUE
F Ipve HiHIFEEE Mobility Conductor REIBZEREF AP, IPv4 F1 IPv6 AP #RT] U7
IPv6 FEERFLAILL, SREREFFEORET IPv6 ik, ST UAEMSEHRE (Pv4 =X
IPv6 AP, IPv6 AP TJ|XERS A IPv4 F1 IPv6 B Fimie RS .

M M =R OS 84.00 FFih, ETUFE AP MultiZone EEE XHH—MUEX B HRE
IPv4 1 IPv6 #biit, tho]IXERSECE IPv4 F0 IPv6 Hhilf., HXELE AP MultiZone EEEX
HREMEE, 1BSH%E 464 TIMIECE MultiZone,
RREBHNEZEREZED L FHERE IPv6 it 8EBA IPv6 i,
BETNERANTHSEEZERE LN IPv6 FITHER:

L show datapath ip-reassembly ipv6 — View the IPv6 contents of the IP reassembly statistics table.

u show datapath route ipv6é — View datapath IPv6 routing table.

L show datapath route-cache ipv6 — View datapath IPv6 route cache.

u show datapath tunnel ipv6 — View the tcp tunnel table filtered on IPv6 entries.

L show datapath user ipv6 — View datapath IPv6 user statistics such as current entries, pending
deletes, high water mark, maximum entries, total entries, allocation failures, invalid users, and maximum link length.

L show datapath session ipv6 — View datapath IPv6 session entries and statistics such as current entries, pending
deletes, high water mark, maximum entries, total entries, allocation failures, invalid users, and maximum link
length.

u show controller-ipv6 — View IPv6 address and VLAN interface ID of the managed device.

Lesh, I PIFERILT show LEEREXERE LA IP6 AP 5E:

DCYK IPv6 i}
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u show ap database

u show ap active

L] show user

u show ap details ip6-addr

u show ap debug
TRIIET IPv6 Thee:
IPv6 AP CHFAERE

i 7 IPv6 AP 23 4%
Forward Mode - Tunnel Yes
Forward Mode - Decrypt Tunnel Yes
Forward Mode - Bridge Yes
Forward Mode - Split Tunnel Yes
AP Type - Campus AP Yes
AP Type - Remote AP Yes
AP Type - Mesh Node No Yes
CPsec Yes
Wired-AP or Secure-Jack Yes
Fragmentation or Reassembly Yes
MTU Discovery Yes
Provisioning Through Static IPv6 Addresses Yes
Provisioning Through IPv6 FQDNConductor Name Yes
Provisioning from WebUI Yes
Provisioning Through IPv6 FQDN Yes
Provisioning Through DHCPv6 Option 52 Yes
AP Boot by Flash Yes
AP Boot by TFTP Yes

DCYK IPv6 Ffif
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M 7E IPv6 AP 2345

WMM QoS Yes
AP Debug and Syslog Yes
ARM & AM Yes
WIDS Yes
CLI Support for Users and Datapath Yes
AP MultiZone Profile Yes
Duplicate Address Detection (DAD) Yes
e BB 2 % (i 4 R DR

AT IR WebUI 5% CLI ZEZER& LB IPve AIBKNT, HEE MLD 2%, mMEWE

. ZEmR|ElfE. S#% T EF ssm-range.

FREHRE  (SSM)  TFHMXMERTTIE R R I R IX A B EIE B A f2X. RIREHM

AERPIHITHNEAY (S, G) I, WIMSAERELIE iR,

FEREXFUT IPve BIEFTEER:

o % - HASKENT, MWEFIFRHAFIE RIS RXXE 5T EE DU NEIER
UL, ZRIN IPV6 SSM HBHESEREI D FF3X: © 4000: 1-FF3X: : FFFF: FFFF, T[] SSM
ARHFNRELTFEEELN.

o ik — EHIRERT, BRAMRERDIILIXE ST HE U AR R EE. R

Pt T AR, NATREHAA MLDVL BXEE.
MLD T A&H IPv6 1EKRT R AR U s AR NE AR D, BRD /AU R AR

HhgERS (BN, MUAMERSMR4Z) hHLE 1Pve B, &4 IPv6 THENEN
ELBE—DXER AL
R /REBBUABELIML B THRRAMD RAE 2 FHEERHIL
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JEik IPv6e ¥ BARL

WM ZR OS BykIEETiEsE, TAE IPve ¥RFAMBE IPve BiREEE. BIEDY
DUARYE EH KBNS EAN IPv6 £HBE., EOIRUER CL ZEBIA EH FREEEEITIE
IR, AN EH BIBAVFME EH KT,

T CU &2 AWFSIE%E S EH XEILEAY IPve $UIEE.

((host) [md](config) #netexthdr default

(host) [md](config-exthdr) #eh <eh-type> permit | deny

AT CL ¢ BREIE%EA EH KA,

(host) [md](config-exthdr) #show netexthdr default

il IPv6 ECESRFIRLE A

Wi, ERFNEIIALEBAT PG, EE MR RERE LHTHRASHRIE,
SHFRAPSHRIE, BEERNZEREBINRERRGIMEIA. BE IPv6 3R]
=& ACL RINT — 541 captive:

(host) [md] (config)#ipv6 user alias controller 6 svc-https captive

IRRGREIMA A SWRIE. TEAEXFEMEYES P4 18R,

EETIAEA WebUl 3 CLI BEEET IPv6 (KT IPv4) BUSBFINGITF. BXEEENTF
=R, BESHE 331 MNEEABRERFEREBRTIMEIT S,

{£M IPv6 RA

#WINER OS ERERERBAE IPv6 MERKRIX RA, HEEEV LEEA ipv6 B, &1
FAEBS BENER— SR AL $ERR A HE A F AR E — 4R T = 28]
HITRRE.

IPv6 RS BHECENH AT EVERA T HESTBEARBSNESNEAGRENRB
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Ryt ENEXNEAE IPv6 WEFNEESRAIXEAmmEREARIER. BBhRHERN
R T AR D ECARAEE O 1P i, I MUERIEENIU (NRRDELEERED
AutbiE)

MR RABS AR I RA #HTIRR . RA e IIERIAIX. RA BE% 3 F IPv6 HilE (IPv6
BIER) MOMLEERSY. EHUER RA TR IPv6e RIS, T A A HEAYIE FME— FALERS (D
IR |, FRREBASE—EMKETEMNI, BEFNBARELESEE, TH
BN AR A AR B T3 () PR S

TR HE IPv6 M5 IS UERIR K EEThEE

RENAXF IPv6 FPimE MR OS TIgE.

TREMNEIE

INETTR IPV6 & P Y S
802.1X Yes

Stateful 802.1X Yes

Local database Yes

Captive Portal Yes

VPN Yes

xSec No

MAC-based Yes

A IPv6 B FImBCE 802.1X SMEIMEMNARE A IPv4 BFAmEEERENATRER.. EXE
Mobility Conductor g & 802.1X SHMEIFMFMER, 1ESHHE 269 T1AY 802.1X 54

{5 A K EEThRE
WMERZE Mobility  Conductor %237 PEFNG i, WTTIMA IPv6 & AR ERER

DCYK IPv6 Ffif
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KIETIRE . BAXLERAIEIIRE 5 IPv4 B RiGMIBKEINEEER, EEFERN IPV6 RE
EREEE].
RIPV6 MEBARIFHETAXM NAT B KIEINEE.
FLE MR TTEIN T
1.7£ Mobility Conductor TR EREMF, SAMEEE>RS>BHAEEIR.
2 JRFF Global Setting FHZE,
3. &PV T, MAUTAR:
afa N\ I ping B "HE(E 30 #).
b IP STEWEHAIEE 30 ).
CHEIN IS TCP  SYN &5 30 #)) HME.

4. RERI.
5. BirEENER .
6. AHENEXEOF, EFEZREE KRG HEEL .

AT CU S BCE B AR INEE
(host) [mynode] (config)#ipv6 firew all attack-rate ping 15
(host) [mynode] (config)#ipv6 firewall attack-rate session 25

(host) [mynode] (config)#ipv6 firewall session-idle-timeout 60

T TR R SR

BERFmMENRNAFAEA— IS M AERIEE X BIAEREHANEAN, X
ERNEXFERENKE BIrIRSEE, NERREFEXEREAVFSIELE ST
LRI E .

BOT A 1Pv4 SRES IPv6 REBECER AEREE, JO& IPv4 F IPV6 B3 KIEREE R T
—HAfAe. Bl MRERN RTRERGER IPv4 F IPv6 7 Fun, W IXEE IPv4 F01Pv6
Bk ke, FREMNBEAT R AFRAE.

M TRBI IR — KBS ipv6-web-only, ZEKIKRAMW IPv6 B it T Web(HTTP

DCYK IPv6 i}
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HTTPS) 1518, FIIZREEHEC AP AT “web-guest’s
B HAAE web-guest T UEIRNEE IPv6 F1 IPv4 KBS, B REIXE = IPv6 HKESHY
&,
BIRE IPV6 B KSR
UL BME IR IPV6 [ K&K,
LEFRENE HTRERERT, SNERE > AR > RIg EIM+f.
2. BRI EHTRES.
3. HA ipv6-web-only 1EARIEEIR,
4. BEEBHIIERE, 1HEFSIE L RIEEE",
5. miiR%.
6. 1EFF ipv6-only REZ.,
7. B R >ipv6-only web-rules"ZR AT+,
8. T HIMKE FRAEBF S LM, REEHHE .
9. M IP RRATHIFIFRFIESE IPV6,
10. MWR" T HRIZI R PIEFE W REMAINTE:
a.XtF IPv6 HudlE, %A 2002:d81f:f9f0:1000::
b.3$ T IPv6 ML, A 64 fEARIERKE.
c X T ARG /R AT BN THRIFIRAPIEF RS . dd T RS HIE" M TRFIRFEEF
“svc-http”,
11. REHERR.
12. B ipv6-web-only #LNFR>+KEE, RINAGF HTTPS REAIFN,
13. ZEHNKE FRAPIEFFREG LM, REREHHE .
afEIP BRAFIT, EHFEIPVE”,
b MR T HRIF R APIERFE WL,
c.X4F IP, B 2002:d81f:f9f0:1000::,
d. X F MBI A 64 EAEBKE.

DCYK IPv6 i}
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e RE/RA'T, MTHIIFRPEFERS . AREIFIFTRAIEEF sve-https.
14, REHRE.
R T INE R A BN R AEAY B BRI T &SR N T EHHEF
15. BHHEHEENER .
16. AHFENERNEAHR, EHIZE®EE ARRHTHBEL .
PR CLI 32 B IPv6 B A RAS .
(host) [md] (config)#ip access-list session ipv6-web-only
(host) [md] (config-submode)#ipv6 network 2002:d81f:f9f0:1000:/64 any svc-http permit

(host) [md] (config-submode)#ipv6 network 2002:d81f:f9f0:1000::/64 any svc-https permit

% IPve RSN ECLRRAFAE

A TEENBWEDE IPV6 K B

LEREME TRRRENRT, SMEEE > AEMKE > e EHF.
2BE+EIEFNAAAE,

BEBMRFERFHA web-guest.

4 BHRR,

5.1%%F web-guest A,

6.ET B TERUE"

THEH Web FER>AEHM.

8FE WTEERES B E O P BRI E RIE RS LT
9. M SREE IR TRIFI R PIEFERRE

108 H R,

11 B HEFEHNER,
RAEFCHENEAFR, EHZEEE RERTHBEN.

MU CL %4% IPv6 KRS ERARFAE.
(host) [md] (config)#user-role web-guest

(host) [md] (config-submode)#access-list session ipv6-web-only position 1
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